CLIMS-DIGITAL
FORENSICS

LIMS FOR DIGITAL FORENSICS

e (Case & workflow management with proactive warning & messaging capabilities
e Automatic expertise report generation and dynamic statistical reports
e Staff & equipment monitoring with operational dashboards and tracing capabilities
e Tactical & strategic dashboards for managers
¢ Chain of custody monitoring for all branches, labs and regions
e (Case merging & case linking
e Automatic real-time suspect search from suspect database with match warning
e Automatic real-time data banking of IMEI numbers and serial numbers with real-time searches
e Management of all repair processes on evidence
* Backup & restore on carbon copies of evidence (upload & download of all storage devices)
e Support/integration of digital forensic tools for the following:
e Extracting chats from social media apps
e Data recovery from storage devices
e Extracting SMS and search data of mobile devices
e SIM card analysis
e Analysing websites and e-mails
e Analysing registered users on servers
e Cracking DVR equipment passwords
e Extracting videos & photos from DVR equipment

e Operations of photo & video forensics such as manipulation, detection and sampling




